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ABSTRACT

Keywords: cybercrime; next- Based on the rapid development of technology that has a positive and
generation firewall; malware; negative impact; one of the negative impacts is the leakage of data,
Palo Alto. called cybercrime. To overcome this, in this study, the design of the

next-generation firewall (NGFW) protects technology and information

systems from threats and malware attacks on technology and
information systems. In this study, the Palo Alto firewall is
implemented by configuring the firewall and testing the attack using
malware. This test's results aim to prevent data loss, material loss, and
paralysing of public services. Moreover, it is efficient and effective in
scanning for variations of attacks without affecting network
performance. The results' implications are expected to solve the
problems faced perfectly. NGFW takes precautions by blocking

malware access to its network traffic
Introduction

Along with the rapid development of technology and ongoing innovation and
research, of course, there is a positive side, such as ease of communication and data
exchange, and a negative side is the existence of cybercrime, namely attacks and data
theft. This attracts public attention because attacks and data theft become increasingly
high with sophisticated models as technology advances. One form of cybercrime is a
zero-day attack, a high-potential threat because it exploits unknown vulnerabilities
(Nugraha et al., 2022).

The negative impact of technological developments can result in losses, especially
about essential information data that is only permitted to be known by certain people
within a company. The most significant data leak case in the world, based on the CSO
report, is the Yahoo data leak in August 2013, where around 3 billion accounts on their
services were leaked (Kirana & Khalisah, 2022), so data security is a top priority to pay
attention to from damage or misuse from unauthorised parties. Responsible.

One step that can be used to prevent data or information theft in a network is
firewall technology (Purnomo et al., 2021). The function of a firewall is to protect the
network from dangerous traffic. The firewall can be in the form of hardware or
software. If illustrated, a firewall can be described as a gate. So when we send a packet
from the internet, before it is sent to the user, the firewall will filter it and decide
whether it is accepted or rejected.
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A firewall is a system that can apply access control policies to network traffic,
which can help protect against network traffic attacks and other attacks and filter
network traffic entering the network. Implementing a firewall on computer devices is
essential to avoid the theft of confidential data. It is essential to implement a firewall on
the network to protect against the threat of attacks. The primary performance of a
firewall is that it can detect legitimate network traffic. So that access can be given to the
system by passing through the firewall to be restricted. Restricting access to the local
network prevents networks from being registered with the system. Restrictions are
carried out by setting rules or policies in the firewall configuration. One type of firewall
often discussed is the Next Generation Firewall (NGFW). Next-Generation Firewall is a
firewall that can detect and block dangerous attacks. NGFW capabilities provide high
protection and security and can implement security at the protocol, port and application
levels.

Next-generation firewalls are part of the third generation of firewalls (Purnomo et
al., 2021); the most apparent difference between the two is the ability of next-generation
firewalls to filter each traffic based on application. Following-generation firewall users
can use allowlists or signature-based IPS to differentiate between safe and unsafe
applications.

Based on the phenomenon in the case above, namely, the vulnerability of data
theft and data leaks, | have raised the title about implementing the next-generation
firewall and how it works to defend against malware attacks. Because the next-
generation firewall has more complex features in defending against malware, | used the
next-generation firewall in this research.

In this research, | chose to secure the system with a next-generation firewall
compared to a traditional firewall because traditional firewalls cannot block malware
(Raharjo, 2022). This research will implement the exact implementation: web filters,
antivirus, IPS and DDoS. However, apart from implementation, my research will test
the resilience of next-generation firewalls against malware attacks (Pradipta, 2017).

Testing resistance to malware attacks on next-generation firewalls in this research
uses ransomware, Wanna Cry and other malware. This research uses WannaCry
because, according to the Palo Alto Unit 42 ransomware threat report, it is stated that
the ransomware trend continues to increase. If you look at the report in 2022,
ransomware cases will increase by 144% from the previous year and an 85% increase in
the number of victims (Wibowo, 2023).

Wannacry has occurred since May 2017 and has paralysed over 200,000
computers in more than 150 countries (Syafira, 2020), with estimated total losses
ranging from hundreds of millions to billions of US dollars. Wanna Cry works by
encrypting all documents owned by the victim so that the victim cannot access these
documents and also requires ransom from the victim to access the documents he owns.
The target of this Final Project is expected to increase the defence of a firewall from
malware attacks and help detect and prevent malware attacks early.
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Research Methods
This research implements and tests the Next Generation Firewall's resistance to
malware attacks.

Figure 1 Design Topology

Based on Figure 1, it can be seen that the attacker carries out firewall resistance
testing by sending malware files to the web server in zip form. After that, when the
client accesses the web server, the attacker changes the malware file into an unzipped
file so that when the client accesses the web server and opens the file, the malware will
automatically enter the client, and because the web server passes through the firewall,
the malware traffic log will be detected by the firewall.

The testing phase was carried out to see the resilience of the next-generation
firewall and whether the system created was as expected. For this reason, a testing
method, which is a measure or parameter, is needed to conclude that the system created
is running according to its objectives. Some of the tests carried out include (Ratnawati,
2018):

1. Antivirus testing is carried out by trying to download malware such as Eicar,
Ransomware and Trojans to see whether NGFW can block it.

2. Web filter testing is carried out by trying to access websites by entering the
blocking category in the web filter to see whether the web filter is to see whether
NGFW can prevent users from accessing websites that fall into the blocked
category.
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Figure 2 Steps to Design the NGFW Basic Configuration

Figure 2 explains the steps for implementing the next-generation firewall, where
the implementation will be carried out according to what is required, and where the
firewall configuration will be carried out. The rule policy will be created according to
the set (Zakir, 2015). The policy rules that will be created include antivirus and URL
filtering. Some security features will be implemented, including the Intrusion
Prevention System (IPS), network-based antivirus, and web filters. The first security
feature is the Intrusion Prevention System (IPS), which scans and blocks activities
considered suspicious and dangerous on networked computers, such as activities that
exploit operating system weaknesses to find backdoors. The second security feature is a
network-based antivirus that scans for viruses by scanning all network connections
passing through Next-Generation devices (Siahaan, 2021).

In testing the resilience of this next-generation firewall, several scenarios will be
tested to determine the reliability, efficiency and availability of the system being tested.
The following are several scenarios in this research:

1. The testing system uses Eicar malware, Ransomware and then, finally, a Trojan

2. This test will be carried out by sending malware files to the web server so that when
the client downloads the file, it will be detected in the firewall log.

3. Traffic log analysis on the firewall is used to determine whether the malware is
detected on the firewall or not, and after the malware is detected, the firewall will
then decide whether the malware file will be allowed or dropped according to the
rule policy created.
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4. Apart from using malware, web filtering tests will also be carried out by blocking
dangerous websites so that they will be automatically blocked when someone opens
the website.

Apart from malware testing, there is also zero-day malware testing, where the
test uses unknown or new types of malware.

Results and Discussion

In this section, we will explain how the resilience of a firewall to block
malware access has been tested. To test the resilience of the NGFW against malware,
you need to create a web server that passes network traffic that is protected by the
NGFW feature, where initially, the web server will be provided by the attacker with a
malware file in the form of a zip, as you know, zip files will not be detected by
firewalls (Sudarmadi & Runturambi, 2019). When the malware zip file is on the web
server, the attacker will unzip the file so that when the client tries to access the file, it
will be detected by the NGFW that the file being accessed is a malware file so that
the file will be immediately blocked by the NGFW and log traffic. It will appear on
the firewall.
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A. Results of a Phishing Attack

The results of the phishing test with NGFW, NGFW rejected files containing
viruses sent from attackers, NGFW rejected files sent to the web server because NGFW
detected a virus-like pattern in the attachment (eicar.com), and after matching it with an
antispam database owned by NGFW, then NGFW concludes that the attachment
contains a virus and the file is rejected (Abidin, 2021).
B. Results of a Ransomware Attack

The results of the WannaCry ransomware attack test with NGFW, because NGFW
detected a pattern resembling ransomware and after matching it with the antivirus
database owned by NGFW, NGFW concluded that the file contained malware and the
file was dropped (Liang & Kim, 2022).
C. Result of a Trojan Attack

The results of the trojan test with NGFW few rejected files containing viruses sent
from attackers; NGFW rejects files sent to the file server because NGFW detects a
virus-like pattern in the attachment. After matching it with the antispam database owned
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by NGFW, NGFW concludes that the attachment contains a virus, and the file is
rejected.

Table I.
Recapitulation Of Attack Test Results
Attack Type Attack Method Attack Target Response NGFW

No

Send Spam Mail Website Server

1 Phishing with Virus Drop
Website Server

2 Ransom  Send Spam Mail Drop

ware with Virus

Trojan Send Spam Mail Website Server

4 with Virus Drop

D. Results from Web Filtering Testing

Web filtering testing is implemented by blocking dangerous sites or websites
such as gambling websites, online games and so on so that when a user opens a
dangerous website, even though the device connectivity can ping, which proves that the
network can be accessed, the dangerous website cannot be accessed (Tosepu, 2018).

5 QMU WindomsServer2019-1) - TghNC Vi
SAED IS A BQ AR @

Web Page Blocked

Network performance testing can be done by pinging the detik.com site. It can be
seen that the average latency that occurs is 61 ms, and when internet traffic is passed to
the NGFW, the average latency is 48 ms. To find out the speed of opening a website, a
test was carried out by opening the detik.com website, where the results obtained were
an increase in Internet network usage to access the detik.com website is 3.25 seconds,
meanwhile, when internet traffic is passed to the NGFW the time to be able to access
the detik.com website is 1.31 seconds.

Table Il tests it by comparing the network performance speed between the
network with NGFW and the network without NGFW. By using the Next-Generation
Firewall that has been implemented, many aspects can be improved. The results of this
research are shown in Table I, which shows a perfect improvement, where a network
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that initially did not have a security system to protect technology and information
systems now has a Next-Generation Firewall.

Table 2
Recapitulation Of Attack Test Results
Measurement NGFW no- Distributed Change
distribution NGFW
Average Latency Increased latency
61 ms 48 ms performance by 27%
Average website Increased average
access time 3.25 seconds 1.31 seconds website access time by
59.68%
Measurement Network Layer Application Layer
(L3) (L7) 100%
NGFW security IPS. Antivirus,
features Nothing Web Filter. WAF 100%

E. Results from wildfire testing

Wildfire testing is used to see how Next Generation Firewall protects an
application from unknown or zero-day malware attacks. The role of the Next
Generation Firewall here is that when there is a zero-day malware attack, Wildfire will
detect the malware, and a log or traffic will be sent after 5 minutes of the attack
because Wildfire reads the log when a message comes to Palo Alto. It can be said that
Wildfire is the same as a sandbox (Novitasari, 2018).

The attack traffic log will be detected for 5 minutes due to the wildfire process
itself; the wildfire feature will detect malware with a hash file so that the process is
when an unknown file passes through the NGFW, then the NGFW will check and
analyse whether the wildfire feature has seen it—The file or not. If the file has never
been identified, then action will be taken by the provisions of Wild Fire itself; it will be
adjusted to what the capacity of the file is and whether the file is trusted or not by the
database on the NGFW so that after this has been done Wild Fire will decide whether
the file is malware. Or not.

Wildfire testing is beneficial because, with the wildfire feature, network security
is better protected from unknown malware attacks. As technology develops, malware
develops in new forms and is more updated than previous malware.

Conclusion

After implementing and testing the NGFW, it can be concluded that the complete
features available on the NGFW, such as Intrusion Prevention System (IPS), Antispam
and mail, Threat Emulation, URL Filtering, and Application Control, can make the data
communication network safer. It can be seen in the results of the tests that have been
carried out, where the three attacks carried out in this final project (Ransomware,
Trojan, phishing and web filtering) can be detected and can be driven by the NGFW
because the NGFW can carry out inspections based on the content and behaviour of
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each data packet that passes through NGFW so that NGFW can block before the data
packet enters the network. Apart from that, with the presence of NGFW, the speed of a
network to access a website increases because, as in the data shown in Table II, the
average latency on a network that passes NGFW traffic will be more negligible
compared to the average latency value that does not pass NGFW traffic because the
average latency value is smaller. The better the website access speed of a network.
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