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ABSTRACT

Keywords: at least 3 This research aims to design and implement an Internet of Things (1oT)
fingerprints; ESP8266 MCU based attendance system. The designed system integrates two types of
node; python; open CV. attendance systems, face recognition-based attendance system (FRA)

and fingerprint-based attendance system (FPA), with a server. FRA

uses Python programming language and Openc CV library, while FPA
is developed using ESP8266 MCU Node and AS608 Fingerprint
scanner with Adafruit Fingerprint library. FRA and FPA are connected
to a web server with a database engine via an internet connection and
send attendance data using the HTTP_POST method. The server
development uses Apache Webserver, PHP programming language,
and MySQL database engine. The server has two primary purposes: to
record attendance data sent by FPA and FRA and to generate
attendance reports based on user requests. System testing is done on a
local network. The results show that the subsystems and integrated

systems work well.
[©Nexel
Introduction

One measure of productivity in an organization is the attendance rate of everyone
who participates in it. Attendance recording can be done manually or using an
attendance recording machine. Recording with an attendance recording machine can be
done by requiring physical or without physical presence.

Single-board computer technology and microcontrollers such as Arduino
(Arduino, 2015) and ESP8266 MCU nodes (Schwartz, 2016) encourage the
development of low-cost automation in all fields, including attendance recording.
Single-board computer technology offers performance close to computer performance at
a lower cost and much smaller power usage and size dimensions. Microcontroller
technology, although not in the same class as the Raspberry Pi in terms of performance,
offers the possibility of interfacing with other devices. In addition, some
microcontrollers, such as the Node MCU 8266, provide the facility to connect to the
internet, supporting the development of loT-based applications at a meager cost
(<US$10).

On the software side, developing artificial intelligence-based programming
libraries, such as Open CV (Kaehler & Bradski, 2016) and Tensorflow (Dillon et al.,
2017), led to the developing of pattern recognition-based automation systems. Biometric
recognition-based applications (Lami et al., 2019), such as attendance and people search
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and object recognition-based applications, can be easily implemented on small
processors and memory devices.

Previous studies have designed automatic attendance recording systems using
RFID, fingerprints, and facial recognition (Muttaqin & Rahman, 2019).

This research integrates a presence system with facial recognition using Open CV,
a presence system with fingerprint recognition using ESP 8266, and an AS608
Fingerprint scanner with a web server. The system is designed based on 10T so that
attendance recording can be done through multiple machines to provide flexibility to
employees of an organization with office locations in recording attendance data.
Attendance data attendance is stored on a centralized server and can be accessed
through a website.

The structure of this article is as follows. The second section discusses research
methods and system design. The third section discusses system implementation and
system testing. The conclusion is in the fourth section.
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Fig. 1. Block Diagram of Attendance System

The design of a face recognition attendance system begins with a training phase
using a training image. In this phase, feature extraction of the training image is carried
out, and a model is produced, which is then used in the face recognition phase. In the
face recognition phase, the image captured by the camera goes through a feature
extraction process, which is then compared with the model trained using a cascade
classifier If the recognition phase results in an identification, then the ID associated with
the successfully identified face will be sent to the web server for attendance recording.
They were recording attendance. On the web server, there is a PHP script to handle
attendance data sent by the attendance machine and record data in the database.

Research Methods

The Internet of Things (loT)-based attendance system is a combination of 3
systems, namely (1) attendance system with face recognition using OpenCV, (2)
attendance system with fingerprint recognition using MCU ESP 8266 node, and (3)
website and database for reporting with Apache web server, PHP programming
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language and MySQL database engine. Each pre-attendance machine has an internet
connection for sending attendance data to the server.

The design of a face recognition attendance system begins with a training phase
using a training image. In this phase, feature extraction of the training image is carried
out, and a model is produced, which is then used in the face recognition phase. In the
face recognition phase, the image captured by the camera goes through a feature
extraction process, which is then compared with the model trained using a cascade
classifier If the recognition phase results in an identification, then the ID associated with
the successfully identified face will be sent to the web server for attendance recording.
They were recording attendance. On the web server, there is a PHP script to handle
attendance data sent by the attendance machine and record data in the database.

Library OpenCV,diib,Face recognation
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Fig. 2. Working Diagram of Presence System with Face Recognition

As in the face recognition attendance system, the design of the fingerprint
recognition attendance system also includes three phases: the fingerprint enrolment
phase that generates a template model, the recognition phase that generates the ID
associated with the recognized template, and the database recording phase. Fingerprint
recognition uses the Adafruit Fingerprint library, and network access and data
transmission uses the ESP8266Wifi and ESP8266HTTPClient libraries. The working
diagram of the pre-attendance system with fingerprint recognition is shown in Figure 3.
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Fig3.Working Diagram of Attendance System with Fingerprint Recognition

The website design focuses on two main functions: handling attendance data
records from attendance machines and frequency data reports. The working diagram of
the attendance system website is shown in Fig 4.

Jurnal Indonesia Sosial Teknologi, VVol. 4, No. 11, November 2023 2016



Employee Presence System Using Nodemcu for Fingerprint and Face ID Internet of Things
(1oT)

MESIN PRESENSI

Fig 4 Presence System Website Work Diagram

Results and Discussion
Image Collection

The first stage is collecting image data. Face image data is taken using a Lenovo
ideaped320 laptop webcam camera with a specification of 0.3 MP camera with a single
mic. Image capture uses the OpenCV library and the haar cascade classifier algorithm
to produce grayscale image data with a pixel size of 140x140. The facial images
obtained are divided into two classes: training data and testing data. This data is taken
from a dataset that has been obtained previously and then divided into two classes: 80%
for testing data and 20% for training data (Hartika & Ahmad, 2021).

Image Pre-Processing

Next, perform image preprocessing in the form of cropping. Image cropping is
done to determine the objects processed and analyzed by the computer, namely facial
images, so that with the cropping of the background, the computer does not need to
analyze objects other than facial images. The face image cropping process in this
research uses the haar cascade classifier algorithm to detect faces in the image and
perform cropping (Albattat, Pitra, Mahendran, & Azmi, 2018).

The way haar works in detecting faces is by using a sliding window technique
with a base of 24 x 24 on the entire image and looking for whether there are parts of the
image that are shaped like a face or not. Then, scaling is done to detect faces larger or
smaller than the image in the classifier.

Facial and non-face objects are classified with the haar algorithm in the cascade
classifier process in image processing. This research uses three features to detect objects
in haar: edge.

Features, line features, and four-rectangle type features assisted by the OpenCV library
in object detection.

Table 1

Database Table
institution institutions that reside in a unit
units a unit within a business and the institution in which it is located
Staff employees who work in a business and unit where employees
MACHINE business and unit location attendance machine

Jurnal Indonesia Sosial Teknologi, VVol. 4, No. 11, November 2023 2017



Chyntia Pramesta Dea Mirela Sirait, Fidelis Parulian, Muhammad Igbal

Id finger id mapping on fingerprint machine and staff id
attendance  id mapping on fingerprint machine and staff id

Database access details can be seen in Table 2

Detail Value
database name  Sistem presence
parameters staff
Database engine Python
Username Staff name
password Id staff

Fig 5 Python script

Implementation of Presence with Face Recognition Face

Implementing a presence system with face recognition using Pycharm includes
the Python IDE section, an HD1080P camera connected via a USB port, and a monitor
connected via a port (Kumaran, Shivani, Roshini, & Akash, 2021).

Fig 6 Implementation of face recognition

As shown in Figure 6, the software used to process face recognition is Python,
openCV library, dlib library, numoy, and make library.
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Implementing the face recognition attendance system includes three main parts:
the training phase, the recognition phase, and the attendance reporting.

Training Phase

The training phase begins with preparing a training image dataset containing
images of people's faces to be recognized. The next stage is implementing a Python
program to encode the features of the training image into a model that will be used in
the recognition phase. The process sequence in the coding stage consists of an image
format change to the OpenCV RGB model (Rena, 2019).

Recognition Phase

The first step in the face recognition phase is invoking the coding model (with the
extension pickle) and the opencv cascade file (with the extension .xml). Both files will
compare the camera-captured face image with the training image. The next step is to
compare the encoding model with the camera-captured face image. If the system
recognizes a face, the system will display the ID of the recognized face (Budi &
Maulana, 2018).

Presence Data Recording with Face Recognition
Face Recognition

Reporting to the server is done by sending attendance data using the HTTP_GET
method. The urllib library in Python3 supports this function. On the server, a PHP file
receives the sent attendance data and saves it to the database (Danti et al., 2019).

Figure 7 Processing for attendance system output

Implementation of an Attendance System with
Fingerprint Recognition

Implementing the presence system with fingerprint recognition uses Arduino,
connected to the AS608 Fingerprint Sensor through the GPIO pin. The hardware
configuration of the system can be seen in Figure 10.
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Fig 8 Hardware Configuration of Sense System with Fingerprint Recognition

Table 3
The wiring of sensors and MCU nodes in the system implementation
Arduino LCD
GND GND
5V VCC
Ad SCA
A5 SCL
Arduino  fingerprint
3v V+
GND GND
2 TX
3 RX

The software used for fingerprint recognition is a C programming language for
Arduino with Adafruit Fingerprint Library. The connection between the MCU Node and
the sensor uses the SoftwareSerial library. To connect to the network, the Adafruit
fingerprint library is used (Bachtiar, 2022).
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The system implementation includes 3 phases: enrolment, fingerprint recognition,
and attendance data recording.

In the enrolment phase, the system records fingerprint features, which are then
associated with a unique identifier. Feature capture can be done several times to ensure
recognition accuracy (Ananta, Noprianto, & Wijayaningrum, 2020). A model is formed
from the captured fingerprint features in the fingerprint recognition phase. As in the
enrolment phase, fingerprint recognition begins with taking the fingerprint image to be
recognized and performing feature extraction. The results of fingerprint feature
extraction are then searched for matches with the model built in the enrolment phase. If
a match is found, the ID associated with the matching fingerprint model will be
displayed (Hardi & Sundari, 2023).

The fingerprint-matching results are then sent to the server for recording
attendance data. The library used for network connection and data transmission is the
Arduino library; PHP script functions to handle sending attendance data and recording
data in the database. The script functions to map the id_ finger sent by the machine and
id_staff in the attendance system database.

Figure 11 shows the results of the MCU node connectivity test. The test results
show that the MCU Node is connected to the fingerprint sensor and successfully reads
the training model template on the sensor. The results also show that the Node MCU
berhasil terhubung ke jaringan WIFI dan mendapat IP address.

| @ com
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Figure 10 Testing Fingerprint Recognition

Presence Recording

The test results show that the system successfully recognizes the tested
fingerprints and successfully records attendance. The attendance recording status is
then displayed as user information.

Implementation of Reporting with Excel

The reporting website displays an employee's attendance data in the requested
month as a monitoring function. The report is built with PIx-dax to read and process
data from the database.

B c D E F 6 H
Connect using
“PLXDAQ Simple
1 Test"
2] DAY DATE NAME  TIME [CINFO_]
3 TUESDAY 2706201 CHYNTA 170521  Late
5
5
7
8
3
10
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13
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15
18

PUCDAQ Stahus

17
18
19

Fig 11 Reporting attendance through fingerprint

The test results show that Excel can display employee attendance data for a
particular month according to the user query.

Conclusion

Based on the research results, conclusions can be drawn: An loT-based attendance
system consists of 3 significant parts: an attendance system with face recognition, an
attendance system with fingerprint recognition, and an Excel-based reporting system.
The design of the attendance system with face recognition uses Pycharm and Python3
programming language along with OpenCV, Idlib, and face recognition libraries. Secure
online attendance data using HTTP protocol. Design a fingerprint recognition
attendance system using Arduino and AS656 fingerprint sensor for hardware and C
programming language with Adafruit fingerprint library—online attendance data
recording using HTTP protocol.

Design a website report using plex-dax and Microsoft Excel.loT-based attendance
system consists of 3 significant parts: an attendance system with face recognition, an
attendance system with fingerprint recognition, and an Excel-based reporting system.
The design of the attendance system with face recognition uses Pycharm and Python3
programming language along with OpenCV, Idlib, and face recognition libraries. Secure
online attendance data using HTTP protocol. Design a fingerprint recognition
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attendance system using Arduino and AS656 fingerprint sensor for hardware and C
programming language with Adafruit fingerprint library—online attendance data
recording using HTTP protocol. Design a website report using plex-dax and Microsoft
Excel.

Jurnal Indonesia Sosial Teknologi, VVol. 4, No. 11, November 2023 2023



Chyntia Pramesta Dea Mirela Sirait, Fidelis Parulian, Muhammad Igbal

Bibliography
Albattat, Ahmad?, Pitra, J. Ahmad, Mahendran, N., & Azmi, A. (2018). The impact of
service quality on Muslim customers in Sharia-compliant hotels. Journal of
Tourism, Hospitality and Environment Management, 3(8), 1-14.

Ananta, Ahmadi Yuli, Noprianto, N., & Wijayaningrum, Vivi Nur. (2020). Desain
Sistem Smart Attendance Menggunakan Kombinasi Smart Card Dan Sidik Jari.
Sistemasi: Jurnal Sistem Informasi, 9(3), 480—492.

Arduino, S. Arduino. (2015). Arduino. Arduino LLC, 372,

Bachtiar, Ahmad Haris. (2022). Rancang Bangun Dual Keamanan Sistem Pintu Rumah
Menggunakan Pengenalan Wajah Dan Sidik Jari Berbasis lot (Internet of Things).
Power Elektronik: Jurnal Orang Elektro, 11(1), 102-107.

Budi, Aris, & Maulana, Hata. (2018). Pengenalan Citra Wajah Sebagai Identifier
Menggunakan Metode Principal Component Analysis (PCA). Jurnal Teknik
Informatika UIN Syarif Hidayatullah, 9(2), 133531.

Danti, Serena, Trombi, Luisa, Fusco, Alessandra, Azimi, Bahareh, Lazzeri, Andrea,
Morganti, Pierfrancesco, Coltelli, Maria Beatrice, & Donnarumma, Giovanna.
(2019). Chitin nanofibrils and nanolignin as functional agents in skin
regeneration. International Journal of Molecular Sciences, 20(11), 2669.

Dillon, J. V, Langmore, 1., Tran, D., Brevdo, E., Vasudevan, S., Moore, D., Patton,
Brian, Alemi, Alex, Hoffman, Matt, & Saurous, Rif A. (2017). Tensorflow
distributions. ArXiv Preprint ArXiv:1711.10604.

Hardi, Nila, & Sundari, Jenie. (2023). Pengenalan Telapak Tangan Menggunakan
Convolutionall Neural Network (CNN). Reputasi: Jurnal Rekayasa Perangkat
Lunak, 4(1), 10-15.

Hartika, B., & Ahmad, Defri. (2021). Face Recognition Menggunakan Algoritma Haar
Cascade Classifier Dan Convolutional Neural Network. Journal of Mathematics
UNP, 6(3), 12-109.

Kaehler, Adrian, & Bradski, Gary. (2016). Learning OpenCV 3: Computer vision in
C++ with the OpenCYV library. “ O’Reilly Media, Inc.”

Kumaran, P. Thirusenthil, Shivani, B., Roshini, V., & Akash, M. (2021). Detecting
Obstacles using Image Processing and Ultrasonic Sensor. I-Manager’s Journal on
Instrumentation & Control Engineering, 9(2), 28.

Lami, Hendro F. J., Tena, Silvester, Manafe, Beby H. A., Bowakh, Johanis F. M.,
Nursalim, Nursalim, & Sudirman, S. (2019). Rancang Bangun Sistem Pengenalan

Jurnal Indonesia Sosial Teknologi, VVol. 4, No. 11, November 2023 2024



Employee Presence System Using Nodemcu for Fingerprint and Face ID Internet of Things
(1oT)

Wajah Daftar Pencarian Orang (Dpo) Berbasis Jaringan Saraf Tiruan. Jurnal
Media Elektro, 127-131.

Muttagin, Imam Wildan, & Rahman, Arif. (2019). Sistem Presensi Berbasis RFID
Menggunakan Raspberry Pi 3. Buletin limiah Sarjana Teknik Elektro, 1(1), 27—
34.

Rena, Putri N. (2019). Penerapan Metode Convolutional Neural Network Pada
Pendeteksi Gambar Notasi Balok. Fakultas Sains dan Teknologi Universitas Islam
Negeri Syarif Hidayatullah ....

Schwartz, M. (2016). Internet of Things with ESP8266. Packt Publishing Ltd.
Utami, Baiq Rizki Putri, Arimbawa, I. Wayan Agus, & Bimantoro, Fitri. (2019). Sistem
presensi siswa berbasis internet of things menggunakan sensor sidik jari pada

SMK perhotelan 45 mataram. Jurnal Teknologi Informasi, Komputer, Dan
Aplikasinya (JTIKA), 1(2).

Jurnal Indonesia Sosial Teknologi, VVol. 4, No. 11, November 2023 2025



